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The Modern Research Data Portal: A Design Pattern for Networked, Data-Intensive

Science https://docs.globus.org/mrdp
The Modern Research Data Portal is a new design pattern for providing secure, scalable, and high performance access to research data.
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GitHub Repo Example Data Portal Code Walkthrough

provides code for the simple data portal that allows you to experiment with an example provides a narrative description of the simple
you can experiment with online implementation of the design pattern data portal code
LEARN MORE LEARN MORE LEARN MORE
A A technical article describes this design pattern, reviews representative examples at research
Jupyter laboratories and universities (see below), and uses coding examples to demonstrate how Globus
o APls can be used to implement a range of research data portal capabilities.
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described in the technical article LEARN MORE
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Eb- A key message: Outsource all that you can

* QOutsource responsibility for determining user identities

« Qutsource control over who can access different data
and services within the portal

* Qutsource responsibility for managing data uploads and
downloads between various locations and storage
systems

* Leverage standard web user interfaces for common user
actions




The modern research data portal
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E’j A simple example of MDRDP logic

User Portal

Authenticate

ldentify data p———>
1. Create “shared endpoint”

2. Copy datato shared endpoint

3. Sets permissions on shared
endpoint for user; notify user

Download data

4. (Eventually) delete shared
endpoint




from globus_sdk import TransferClient, TransferData
) from globus_sdk import AuthClient
import sys, random, uuid

def rdp (host_id, # Endpoint for shared endpoint
source_path, # Directory to copy data from
email) : # Email address to share with

tc = TransferClient ()
ac = AuthClient ()

Connect

2. Copy data to shared

_ tc.lendpoint_autoactivate (host_id) to storage
endpoint system
# (1) Create shared endpoint:
- - # (a) Create directory to be shared
3' Set permISSIOnS on share_path = "/T/'" + str(uuid.uuid4 ()) + '/
1 tc.bperation_mkdir(host_id, path=share_path)
Shared endeInt for # (b) Create shared endpoint on directory
user; notify user shared_ep_data = |
'"'DATA_TYPE': 'shared_endpoint',

'"host_endpoint': host_id,
'"host_path': share_path,

'"display_name': 'RDP shared endpoint',
4_ (Eventua”y) delete '"description': 'RDP shared endpoint'
. }
Shared endeInt r = tc.create_shared_endpoint (shared_ep_data)

share id = r['id']
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1. Create “shared
endpoint”

3. Set permissions on
shared endpoint for
user; notify user

4. (Eventually) delete
shared endpoint

# (2) Copy data into the shared endpoint

tc.endpoint_autoactivate|(share_id)

tdata = TransferData(tc, host_id, share_id,

label="RDP copy', sync_level='checksum')

tdata.add_item(source_path, '"/', recursive=True)

r = tclsubmit_transfer (tdata)

tc.task_wait (r['task_id'], timeout=1000,
polling_interval=10)

# (3) Enable access by user

r = ac.get_identities (usernames=email)

user_1id = r['identities'][0]['id']

rule_data = {
'DATA_TYPE': 'access',
'principal_type': 'identity', # Grantee is
'orincipal': user_id, # a user.
"'path': '/"', # Path is /
'permissions': 'r', # Read-only
'notify_email': email, # Email invite
'notify_message': # Invite msg

'Requested data are available.'

}

tc.add_endpoint_acl_rule(share_id, rule_data)

# (4) Ultimately, delete the shared endpoint
tc.delete_endpoint (share_id)



# (2) Copy data into the shared endpoint
tc.endpoint_autoactivate (share_id)
tdata = TransferData(tc, host_id, share_id,
label="RDP copy', sync_level='checksum')
1 tdata.add_item(source_path, '/', recursive=True)
1' Create Shared r = tc.submit_transfer (tdata)

= L . , o , _
endpomt te.task_wait (r['task_id'], timeout=1000,
polling_interval=10)

2. COpy data. tO Shared # (3) Enable access by user

- r = ac.get_identities (usernames=email)
endelﬂt user_id = r['identities'][0]['id"]
rule_data = {
'"DATA_TYPE': 'access',
'principal_type': 'identity', # Grantee is
'orincipal': user_id, # a user.
"'path': '/"', # Path is /
'permissions': 'r', # Read-only
'notify_email': email, # Email invite
'notify_message': # Invite msg

'Requested data are available.'

4. (Eventua”y) delete tcjadd_endpoint_acl_rule (share_id, rule_data)
Shared eﬂdelnt # (4) Ultimately, delete the shared endpoint

tc.delete_endpoint (share_id)
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1. Create “shared
endpoint”

2. Copy data to shared
endpoint

3. Set permissions on
shared endpoint for
user; notify user

# (2) Copy data into the shared endpoint

tc.endpoint_autoactivate (share_id)

tdata = TransferData(tc, host_id, share_id,

label="RDP copy', sync_level='checksum')

tdata.add_item(source_path, '/', recursive=True)

r = tc.submit_transfer (tdata)

tc.task_wait (r['task_id'], timeout=1000,
polling_interval=10)

# (3) Enable access by user

r = ac.get_identities (usernames=email)

user_1id = r['identities'][0]['id']

rule_data = {
'DATA_TYPE': 'access',
'principal_type': 'identity', # Grantee is
'orincipal': user_id, # a user.
"'path': '/"', # Path is /
'permissions': 'r', # Read-only
'notify_email': email, # Email invite
'notify_message': # Invite msg

'Requested data are available.'

}

tc.add_endpoint_acl_rule(share_id, rule_data)

# (4) Ultimately, delete the shared endpoint
tc.delete_endpoint (share_id)




£ An example MRDP
https://docs.globus.org/mrdp

Modern Research Data Portal TRANSFER | GRAPH | PROFILE |/ LOGOUT | IAN@GLOBUSID.ORG
Repository

Select some dataset(s) to transfer or click on a dataset name to browse its files.

Dataset Name
BB Atlanta International Airport Climate Data

@B Boston Logan International Airport Climate Data




E{} Many variants possible

 Manage access to data at
multiple locations

 Manage access to data on cloud

 Upload data for analysis

e Data download from scientific
Instruments

» Data publication

* Transfer data to computer for
analysis

Sanger Imputation Service

This is a free genotype imputation and phasing service provided by the \\ 3 itute.
You can upload GWAS data in VCF or 23andMe format and receive imputed and phased genomes back

Click here to learn more and is on Twitter.

Before you start Ready to start? News

Be sure to read 1 h th truct > you are ad your data, ph 30/1/2017
egister an imputation

t up a free account with 2
ng job. If you need more

t running
information, see the about page
puter to

transfer files to and from the service. =
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The Modern Research Data Portal is a new design pattern for providing secure, scalable, and high performance access to research data.
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'A A technical article describes this design pattern, reviews representative examples at research
Jupyter laboratories and universities (see below), and uses coding examples to demonstrate how Globus
A APls can be used to implement a range of research data portal capabilities.
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