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Setting the context..

Keynote

• Potential benefits of 
sharing data

• Challenges and 
success stories

BoF

• Defining sensitive 
data

• Handling sensitive 
data

Talks

• National ethics policy 
for managing and 
sharing data

• Enabling access to 
sensitive data at 
Australian Data Archive

#eResAU2018
References: 

1. Enabling Data sharing for research, intelligence and public benefit, Prof. David V Ford, Swansea University medical school

2. Sensitive Data – How do you do yours? BoF, Generating; Collecting and Moving DataFrankie Stevens1, Jeff Christiansen2, Kate Le May3, Steve McEachern4, Angela Gackle5, Ingrid Mason1

3. Changes in national ethics policy for managing and sharing human research data Managing; Publishing and Finding Data Kate LeMay 11Australian Research Data Commons, Canberra, 

Australia, kate.lemay@ands.org.au

4. Enabling access to sensitive data at the Australian Data Archive Managing; Publishing and Finding Data Dr Steven McEachern1, Ms Janet McDougall1, Ms Marina McGale1

1Australian Data Archive, Acton, Australia

https://twitter.com/hashtag/eResAU2018
https://conference.eresearch.edu.au/category/bof/
https://conference.eresearch.edu.au/category/generating-collecting-and-moving-data/
https://conference.eresearch.edu.au/category/managing-publishing-and-finding-data/
mailto:kate.lemay@ands.org.au
https://conference.eresearch.edu.au/category/managing-publishing-and-finding-data/


• Quick intro to data safe havens

• Monash eResearch Centre’s approach

• Underlying principles

• Our Journey

• Innovation pathway

• Collaboration pathway

• Future landscape

This talk..



What are data safe havens? 

Reference: Paul R. Burton, Madeleine J. Murtagh, Andy Boyd, James B. Williams, Edward S. Dove, Susan E. Wallace, Anne-Marie Tassé, Julian Little, Rex L. Chisholm, Amadou Gaye, Kristian Hveem, Anthony J. 

Brookes, Pat Goodwin, Jon Fistein, Martin Bobrow, Bartha M. Knoppers; Data Safe Havens in health research and healthcare, Bioinformatics, Volume 31, Issue 20, 15 October 2015, Pages 3241–

3248, https://doi.org/10.1093/bioinformatics/btv279

https://doi.org/10.1093/bioinformatics/btv279


Our 2-pronged approach

CollaborationInnovation

Leverage on existing 

strengths

Scale & 

Customise

Build on existing 

technologies to 

create seamless 

workflow 

Partner with 

outliers

Co-design 

Establish gold class 

standards

Frugal



Underlying principles

Reference: Desai, Tanvi; Ritchie, Felix; Welpton, Richard (2016). "Five Safes: designing data access for research" (PDF). Bristol Business School Working Papers in Economics: Footnote 1.

http://www2.uwe.ac.uk/faculties/BBS/Documents/1601.pdf


How we started

2014
Secure VLs for mining the EFTPOS data of 

ANZ Bank for market segmentation analysis

2015
Secure patient reports for patients and 

treating team from the survey data 



Innovation: Flagship ASPREE Safe Havens
Partnership initiative between Monash eResearch & ASPREE

Background

• ASPREE (ASPirin in Reducing Events in Elderly) is the largest primary 

prevention aspirin study ever undertaken in healthy older people

• 19,000 Participants – ~ 16500 Australians and 2500 Americans

• 17 sub-studies including Genomics, Hearing, Neuro, Biobank etc. 

Challenges

• ASPREE required a secure, curated platform for analysis of a re-identifiable 

baseline data set. Applicants included international non-Monash collaborators.

• Applications required approval by several committees before data could be 

provided. 

• Limited resources available to manage import and export of data

2016- 2017



Innovation: Flagship ASPREE Safe Havens
Partnership initiative between Monash eResearch & ASPREE

Access Management System

❑ Developed by ASPREE based on 

their governance policies

❑ Data custodians publish data 

catalogue

❑ Researchers submit expression 

of interest for the data

❑ Application reviewed and 

approval by local & international 

steering committees, Ethics 

committee etc. as per governance 

policies

❑ Applicant notification on approval 

and instructions to login to safe 

havens

2016- 2017



Safe Havens access gateway Remote Safe Havens

✓ Virtual lab of Safe Havens

✓ Accessed through 2-factor authentication to Monash VPN

✓ Potential to scale it

✓ Access to approved data

✓ Range of analysis tools

✓ Options to request export of analysed data 

Innovation: Flagship ASPREE Safe Havens
Partnership initiative between Monash eResearch & ASPREE

2016- 2017



Workflow 

A

A

B

B

2016- 2017



Underlying architecture

2- factor 

authentication 

on VPN

2016- 2017



Details of 12 countries nominating to participate in TruenTH global registry and distribution of 113 

participating sites across the 25 local data centres in 12 countries  

Extending to other large scale international clinical trials
TrueNTH – Global Prostate Cancer Registry

Reference : Evans SM, Millar JL, Moore CM, et al Cohort profile: the TrueNTH Global Registry - an international registry to monitor and improve localised prostate 

cancer health outcomes BMJ Open 2017;7:e017006. doi: 10.1136/bmjopen-2017-017006

• Reversibly anonymised patient data from 

all the 12 countries are collected in 

central data co-ordinating centre at 

Monash

• Data received through a secure online 

portal

• Data sharing with central project 

coordination centre in US and with 

researchers through safe haven

• Key criteria for being central data 

coordination centre is having strict 

security control and capability to securely 

share back sensitive data with 

participating sites for analysis

2017



Monash SeRP – A Swansea collaboration

https://saildatabank.com/wp-content/uploads/UKSeRP_Brochure_v1.5.pdf

2017

https://www.monash.edu/__data/assets/pdf_file/0008/1498337/Monash_Uni_Helix_Flyers.PDF

https://saildatabank.com/wp-content/uploads/UKSeRP_Brochure_v1.5.pdf
https://www.monash.edu/__data/assets/pdf_file/0008/1498337/Monash_Uni_Helix_Flyers.PDF


UKSeRP NRDA 
(Data custodian portal)

Reference: SAIL Databank + UKSeRP presentation by Simon Thompson, Swansea University



UKSeRP - high level representation

Reference: SAIL Databank + UKSeRP presentation by Simon Thompson, Swansea University



Monash SeRP - Pilot 

▪ Setup on Research Cloud & uses Research Data 

Storage

▪ Leverage existing softwares and licenses

▪ Multi Factor authentication 

▪ Security policies and controls in place

▪ Includes Data anonymization, data linking, data 

quality analysis along with simple user interfaces for 

data custodians and users

▪ Range of analytical tools and capabilities including 

NLP and Machine learning

2018



Governance 

• Researcher led implementation

• Driven by reference group with researchers across 

different schools

• Determines the technology and services to be 

made available on Monash SeRP

• Extendible to other disciplines 

• Policies defines the access to data (projects), 

capabilities and administration

• Quality assurance framework (ISO9001) for 

management and operations 
Data protection by design



Future landscape

Innovative collaborations

Information Security framework (ISO 27001)

Policies and Procedures

Extending to different disciplines

Humanities
Legal
Business & Economics
Health
Policy & Governance

Data linking at scale

Potential for future federation for National Safe Haven infrastructure



Thank You

If you have any questions, please reach out to us on 

safehaven-support@monash.edu

mailto:safehaven-support@monash.edu

