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What are data safe havens?

Proposed criteria for a Data Safe Haven

Data maintenance and release should be socially acceptable and appropriate

Society Culture Participa** oata Safe HaVén. Norms Understandings

Discourse Social Cap® A Priorities Priorities Criterion 1 Consistent with formal ethical and legal requirements
Partlapatlon Valur e\‘g\\\eg Ia/Cb Discourse Social Criterion 2 Responsive to emerging issues
Capital Educatir ovemance o iorities Norms
Understandinr O\ ) ST ty Priorities Criterion 3 Discoverable and accessible
Culiiure Pa':t Py, ) DIS.COl.JI:SG Criterion4  Transparent and accountable
Social Capi Lo & Priorities
Norms Uns < y Culture Data should be veritable
Participat’ » . ‘i e Social
Cabif P - \ QA LGRS G IOk EpORRY LI N Criterion5  Data and metadata fidelity

apif , 5 orms
pa  Data _ Data Data Integration Analysis & Archiving [ELNIES Criterion6  Quality assurance and control
» Generation Capture Identific- (including Interpreta-

g & Storage tion, linkage) & tion
Selection, Access orn Criterion 7 Curation and archiving

Extraction

Criterion 8 Reliable availability including backup
Criterion 9 Effective audit

Data should be safe and secure

DATA DISCOVERY
o Memtata Criterion 10 Preserve confidentiality, integrity and availability of the repository

-
e Summary data
e Synthetic data

Criterion 11 Appropriate secure access to individually identifying data

Criterion 12 Appropriate protection of individually identifying data
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https://doi.org/10.1093/bioinformatics/btv279

Our 2-pronged approach

Leverage on existing
strengths

Build on existing Frugal
technologies to Innovation
create seamless

workflow

Scale &
Customise

Partner with
outliers

Collaboration

Establish gold class
standards

Co-design
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Underlying principles

Safe people Safe projects Safe settings Safe data Safe output

Reference: Desai, Tanvi; Ritchie, Felix; Welpton, Richard (2016). "Five Safes: designing data access for research” (PDF). Bristol Business School Working Papers in Economics: Footnote 1.

University



http://www2.uwe.ac.uk/faculties/BBS/Documents/1601.pdf

How we started

Sleep Diary Report Nighttime Awakening
Big data mining market segmentation of ANZ Bank EFTPOS Search bt i 9t I ————

data
Summary
This report is based on information you entered on the Sieep Dary. Your overal sleep over the past week is summarzed below, and the figures
Leave a reply Inthi eportdisplays a rumber of aspects of youreep on  dllybasis,
% MONASH University Dyl i
In Australia, the big 4 banks receive large amounts of Electronic Funds Transfer at Point of Sale ’ + Stayed inbedfor 86w,
. i . . . o . . + Spent 7.2 hours' seep per nght.
(EFTPOS) transaction data on a daily basis, but despite this, this information-rich data are not o Took 46 minutesto fal aseep
. . o Spent T minces aweke e nght. i
stored nor analysed. The fact that EFTPOS data is both very large and very messy makes it ) Hmmm;’;;ﬁ%
difficult for banks themselves to gain visibility of the characteristics of the stakeholders of the At
data, Sleep Timing

{0 bed, turn off the ight intending to sieep, woke up, and got out of bed.

Minutes

That changed in 2014, when a researcher in Monash's Faculty of IT, Dr. Grace Rumantir, Australian Government

approached us for assistance in accessing/building a secure analysis environment for a data > rr . - ‘ | Sleep Efficiency and Quality
L . . . . . ep.nment o ndus'* nnov.tlﬂn‘ | | The following figure shows your sieep efficiency each day, which is calculated as the percentage of actual sieep you had while in bed. Each bar is
mining project on a collection of commercially sensitive EFTPOS data obtained through an Climate Change, Science, Research coloured based on how you ate your soep uaty o be whenyou wokauptheflwingday Th darker th b, he btor you fedyour
and Tertiary Education ‘ ‘ e b
| -

award winning collaboration with the Australia and New Zealand Banking Group (ANZ). To our

2
knowledge this is the first time market segmentation analyses have been applied to such a ;;’
large amount of EFTPOS data anywhere in the world. E | &1.0uabe 5
§ 2 Wakeup §
“E’ i [ 3 Lights out £
* 4, Bedime £
TWO-TIERED MARKET SEGMENTATION FRAMEWORK °y ‘ ¢ il
32 | ;? Fai
2 Good
Acquisition and EFTPOS Retailer Finding insights of §
secure storage of Data segmentation into retailer b
de-identified reduction > via clustering > segments via $
EFTPOS data using RFM tree-based | 3
analysis classification

2014 2015

Secure VLs for mining the EFTPOS data of Secure patient reports for patients and
ANZ Bank for market segmentation analysis treating team from the survey data
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ASPirin in Reducing Events in the Elderly

Innovation: Flagship ASPREE Safe Havens

P hip initiati M heR h & ASPREE
artnership initiative between Monash eResearch & AS 2016- 2017

Background

+ ASPREE (ASPirin in Reducing Events in Elderly) is the largest primary
prevention aspirin study ever undertaken in healthy older people

« 19,000 Participants — ~ 16500 Australians and 2500 Americans
» 17 sub-studies including Genomics, Hearing, Neuro, Biobank etc.

Challenges

+ ASPREE required a secure, curated platform for analysis of a re-identifiable
baseline data set. Applicants included international non-Monash collaborators.

» Applications required approval by several committees before data could be
provided.

+ Limited resources available to manage import and export of data
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ASPirin in Reducing Events in the Elderly

REE

Innovation: Flagship ASPREE Safe Havens

Partnership initiative between Monash eResearch & ASPREE

2016- 2017

Access Management System

ASPiinin Reducig Evets i th Eldry - Accsss anagementSte | ) Developed by ASPREE based on
Logout their governance policies
Search  Project Summary  Project Detalls  Project Administration  Committee  Account ~ ASPREE Baseline Data Set Handbook
> Project Summary You have logged in as Jlockery_ams A Data custodians publish data
ID: POS2  ACRONYM: l:ES::lfl:l‘ Group: ASPREEGIrr;:epstigabor Project: ASPREE Rec;uai;:lrent Methods xm?iiid: 2200(1);t Awaiting adn;lcnti;tartaig:n review and Catalogue
e 1 Researchers submit expression
Sebean ot 2 vk R —— of interest for the data
Outcome of PPA review 07 Aug 2015 8001 Outcome
* Comment... Approved . . .
At T — R—— — Q Application rewewegl and .
Submitted Submitted Submitted Submitted Submitted
T Sk . apprqval by qual & |nterqat|onal
Submitted Submitted Submitted steering committees, Ethics
Outcome of IEC review 07 Aug 2015 8001  Outcome H
T pom commlttee etc. as per governance
Outcome of AUS Exec review 07Aug2015 8001 Outcome policies
* Comment... Approved
Proposal/ Investigators/ Submit for . P .
Expression of Interest
07Aug2015 8090 pata/Dates Staff S Wampachccass’ iwvie O Applicant notification on approval
Submitted Submitted Submitted Not Entered N/A Submitted

and instructions to login to safe
Copyright © 2015 Monash University ABN 12 377 614 012 - Caution - Privacy

Maintained by aspree.ams@monash.edu ASPREE AMS WEB Version 1.0x havens




ASPirin in Reducing Events in the Elderly

ARPRES

Innovation: Flagship ASPREE Safe Havens

Partnership initiative between Monash eResearch & ASPREE

2016- 2017
Safe Havens access gateway Remote Safe Havens
e < in EEE
REE ASPREE
ﬁ C oS ourncos )
|| Shonw:  an Esscsrces B Wirwr: wooea B Na‘r:m
B | Bafehawen-04 B | Fetehavan-05 - D Diskpidemia
User name | : s @ Distpideria
1 [ | 3,.-!-.-11.."_ n-o8 [~ | ESatfebarwen-0T 1 Dutpiter
Password I
Signing in constitutes continued || | Zasehaven-1o | Sefehares- | f[‘iﬁiifﬁm
acceptance of the license agreement < G Network
- 'B-.I:!l-hln:!-lm-'ld- - BaFebubees -1 5
] wn 18
v/ Virtual lab of Safe Havens v/ Access to approved data
v/ Accessed through 2-factor authentication to Monash VPN v/ Range of analysis tools
v/ Potential to scale it v/ Options to request export of analysed data
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Submission of EOI (to aspree.ams@monash.edu)

L

Registration on AMS

3

2016- 2017

ASPirin in Reducing Events in the Elderly

Workflow R
Q4

KEY
I:‘ Blue shading indicates an activity completed by the applicant

D Purple shading indicates an activity completed by ASPREE AMS staff

Review by AUS Exec
I:‘ Yellow shading indicates an activity completed by the ASPREE data custodian
Approved: No EOT updated I:‘ Green shading indicates an activity completed by eResearch/SAFE HAVEN
Yes
s paper/literature °
only?
Administration review
No J’
v
Activation of project
Review by International Exec
Data provided in SAFE HAVEN
+ Data set approved on DA generated
[ — EOI updated Investigators provided with access
+Analysis performed
+Curation of data export linked back to AMS
Yes J’
Approved summary tables made avilable for export from
Retjliesting Biospeci Yos——»| eview by Biospeciment Access SAFE HAVEN
access? Committee |
i —-{ Manuscript uploaded |r=
No ICSIRO consulf l
1 ‘ Reviewed by PPA commitiee }-7
Entry of Detailed Application
+ Includes request for summary versus particiant data
+ Includes indivudal fdata ield request o @ No Manuscript updated
; e L8 = . Yes
Review by Publications, Presentations and Ancillary studies (PPA) ¥
committee N ‘ Manuscript submitted for publication ‘
Yes
¥
Approved : No- - DA updated
C Project closed )




ASPirin in Reducing Events in the Elderly

Underlying architecture 2016- 2017

—ASPREEData ------- P2 factor' Leostream Remote Access Control i :
Analyst (User) authentlcatlon g nenes > ASPREE Secius Ansiysis Servers :
fon VPN i Leostream Brokers [ ASPREE ] [ ASPREE ]
T ! (Clscstream Leostream | i Eteven 01 L
: P Broker 1 Broker 2 P ASPREE ASPREE
AW [ Haven 03 ] [ Haven 04 ]
P i A [ Leostream ] :
4 ' t & eegreccecpecccccscccencccesensosasasensssscsnasnne
............................... ‘ Broker 3 ; o«
. H ’
D e 8 ’
\| 4 3 [’ R e e i ® fnscass
S . ol /| ResearchData
ASPREE Data '/ Leostream Gateway A Storage
Manager e R T s ; :
S T s ]
Leostream Databases 'a'
H H '
[ Leostream ] [ Leostream ] '
4
’
’
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Extending to other large scale international clinical trials 2017 &
TrueNTH - Global Prostate Cancer Registry e

TRUEN™

Couiritites loalDeta Perticlpsting * Reversibly anonymised patient data from
— ‘ 5‘“ all the 12 countries are collected in
Australia a_ | 12| central data co-ordinating centre at
Canada 4 7
Czech Republic | 1 1 M onas h
Germany 1 24
Ireland 1 6 . .
my | 3 3| » Data received through a secure online
Netherlands 1 8
New Zealand [ 1 9 portal
Spain 1 22

.| England 2 6 . . .
usa [ 5 | 14| « Data sharing with central project
coordination centre in US and with

t researchers through safe haven
g » Key criteria for being central data

coordination centre is having strict
security control and capability to securely

Details of 12 countries nominating to participate in TruenTH global registry and distribution of 113 Share_ bagk se_nsmve data Wl_th
participating sites across the 25 local data centres in 12 countries participating sites for analysis
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Monash SeRP - A Swansea collaboration

UK Secure eResearch Platform

The UK Secure Research Platform (UKSeRP)
developed by the Health Informatics Group at
Swansea

UK SECURE eRESEARCH PLATFORM

UKSeRP is an ISO27001 approved independent
and customisable technology and analysis
platform to allow multiple, complex datasets
to be managed, analysed and shared safely,
subject to legislative and regulatory
requirements

Health Informatics Group
Swansea University Medical School

Jones KH et al, The UK Secure eResearch
Platform for public health research: a case
study. Lancet (in press August 2016)

@8 7 ™
= \ V.V
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https://saildatabank.com/wp-content/uploads/UKSeRP_Brochure v1.5.pdf

https://www.monash.edu/

Helix, a health data ecosystem
operated by expert staff and
underpinned by world-class research
infrastructure, spearheads a new era
in healthcare research that will drive
personalised medicine and significantly
accelerate progress towards a healthier
society. This capability is an initiative
of Monash University working
collaboratively with key health
partners, including Alfred, Eastern,
Monash and Peninsula Health.

HEALTH DATA CAPABILITIES

Secure data management - REDCap

Governed environments for data sharing - Monash SeRP
Secure virtual environments for statistical data analysis
High performance computing, Research Cloud and
Research data storage - eResearch Centre and MASSIVE

EXPERTISE

The combination of the sheer scale of Monash University's
health datasets - which collate hundreds of thousands of
data points within clinical trials, medical and population
studies - underpinned by high-performance and specialised

IT infrastructure will enable use of the latest developments
in tachnnlnniec like artifirial intallinence (A1 nfferinn

data/assets/pdf file/0008/1498337/Monash _Uni_Helix Flyers.PDFE
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https://saildatabank.com/wp-content/uploads/UKSeRP_Brochure_v1.5.pdf
https://www.monash.edu/__data/assets/pdf_file/0008/1498337/Monash_Uni_Helix_Flyers.PDF

UKSeRP NRDA

(Data custodian portal)

Local Data Catalogue

DATASET
Web Front _M:ESS Control Data Quality and User interface for dataset management
End Data storage Metrics Matching and Linkage
Documentation -y Simplistic Vlewpomt Data Load.er
;R DI?Emm E D @ Pluggable architecture
etrics and

Validation
Artefacts / Files

Linkage & Matching

Database Loader

Security, Configuration & Capability Model




UKSeRP - high level representation

Researchers

Connection
Broker

Vmware Horizon VDI

Connection
O Internet

O Onsite
O MNHS

Data & Systems Management

O safe Room

Environment Resources

O ADRC ..

NRDA

O salL O Float
O pse O Dedicated
O DPUK O special

S3/

provisioning

Infrastructure

Data In/Out
Approvals

=3
=
]
=
=T

-
o |

S

Active
Directory

Connection Routing

©
| -
-
{
o
O
v
v
(0]
Q
Q
<T
%)
e
=
(0]
=
L

N

IBM DB2

Postgress

HADOOP

Elastic

Data storage Systems

Applications / Platforms

Security /
Auditing NLP

Bio .
Informatics Genomics XNAT REDCAP
ML/ P SLURM / Openstack
VM's . .
GPU Kubineties V-servers
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Monash SeRP - Pilot 2018

- - L kpadooo1r G Sign Out
University

To request a new password click here

Connect to Research Platform

= Setup on Research Cloud & uses Research Data
&' Launch Platiorm | & File Out Requests | & File In Requests
Storage B
Projects
= Leverage existing softwares and licenses Monash
Project Number Project Name Project Start Date Project End Date

=  Multi Factor authentication

Monash SeRP

= Security policies and controls in place

™ Projects & Datasets

= Includes Data anonymization, data linking, data
guality analysis along with simple user interfaces for

data custodians and users
Project VIBES-Population birth coh @ patasets)

= Programme Monash

= Range of analytical tools and capabilities including .
NLP and Machine learning e

VSTORM data Theime

University




Governance -8
ol

Researcher led implementation . ‘
Proj O

* Driven by reference group with researchers across

Proj 0‘

different schools .
@ o=
* Determines the technology and services to be i ‘m
made available on Monash SeRP “. . ‘
* Extendible to other disciplines . .
* Policies defines the access to data (projects), W m
capabilities and administration <~. “

* Quality assurance framework (1ISO9001) for

Data protection by design

management and operations

MONASH
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Future landscape

Innovative collaborations

Information Security framework (1ISO 27001)

Policies and Procedures
Extending to different disciplines
Humanities
Legal
Business & Economics
Health
Policy & Governance
Data linking at scale

Potential for future federation for National Safe Haven infrastructure

MONASH
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Thank You

If you have any guestions, please reach out to us on
safehaven-support@monash.edu
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