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THE MOST DANGEROUS PHRASE IN
THE HUMAN LANGUAGE IS...
“WE'VE ALWAYS DONE IT THIS WAY"

GRACE HOPPER, AMERICAN COMPUTER SCIENTIST AND US NAVY REAR
ADMIRAL WHO IS CREDITED WITH DEVELOPING THE FIRST COMPILER




CQUNIVERSITY RESEARCH DATA STORAGE HISTORY

CQUniversity
deployment of first
dedicated research
storage facility

Used a Microsoft
Word document for
data management
plans

Moved to SharePoint
as a RDMP system -
simple online form

Less than 50 research
storage allocations

Early 2017

Mandatory policy that
a master copy of all
research data must
be stored on
dedicated research
storage system

Mid 2018

Went live with
ReDBox as our new
RDMP system

Late 2021

ReDBox Integration
with Figshare to
streamline the dataset
deposit process

Mid 2022

ReDBox automates
research storage
creation and access
permissions

Almost 1800 manually
created research
storage allocations

Late 2022

» Blue text indicates research storage system items

 Green text indicates RDMP items

October 2022
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RESEARCH DATA STORAGE ACCESS METHOD gz

Researchers access their
research data by using
the Samba/SMB/CIFS

network sharing protocol.

Users maps a generic
network share — where
each project a user has

access to can be seen as
separate folder/directory.

Users mapped each
project share as an
individual network drive,
but some users were
running out of drive
letters, so we created a
generic/umbrella network
share to simplify things.

We may consider other
access methods in the
future.

RESEARCH

[myshares]

path = <location of research data>

comment = Allows users to see each research
share as separate folders

valid users = <General Group>
read only = false

inherit acls = true
browseable = yes

hide unreadable = yes

dmapi support = true

hide unreadable = yes

create mask = 0660

create mode = 0660

directory mask 2770
directory mode = 2770




WHY DID WE CHOOSE REDBOX?

The previous RDPM system (SharePoint) was a
“temporary solution / band-aid” that provided an online
form, however it was hard to update and users often
found it confusing

ReDBox offered a much better online form, with
significantly improved layout, integration capabilities
and customised workflows

This enabled us to:

Integrate with other institutional systems, Research Master, HR systems,
Figshare etc

Autofill's some of the fields, using data obtained from integrated systems (ie,
names would autofill email address, etc)

Streamline research data deposits into our Figshare repository

Automate the provisioning and user permissions of institutional research data
allocations

We are currently exploring more ReDBox
development work for future integrations/projects

Research Data Management Plans Search this site TP

Data Management Plans

RDMP Identifier: DMP_4

lanz
DMF Help

GENERAL INFORMATICN
All Plans

Recent A researci h data plan is a de that is active the research process. This document is meant to be continually updated as your research
Public Documents progresses. If the information is not yet known for any question please enter "Not Yet Known". All starred items are mandatory.
* Project Title: Psychology Honours
* Project Start Date: 20012017 = * Project Completion Date: 250112027 ]

* Project LeadiPrimary Investigator Name (Data manager for the project): |gradiey Smith
If student project, please provide primary supervisor's name:

Research Data Management Plan Created by:

oniy reg  Invasogamor

ber/s who need access to this RDMP (e.g.

{Cauniversiy s o lseeq
School (select any that apply)
O Sehool of Access Education [ School of Business & Law [ School of Education & the Arts
[ school of Engineering and Technology School of Health, Medical & Applied Sciences [ School of Nursing, Midwifery and Social Sciences

Directorate (select any that apply - Not appiicable for RHD students)

O Global Development
O Learning Design and Innovation

[ Student and Corporate Services
) Education Quality and Integrity

O Indigenous Engagement
[) Office of VET Operations and Growth

() Centre for Intelligent Systems (CIS)

() Centre for Regional Advancement of Leaming, Equity, Access and Participation (LEAP)
[ Institute for Future Farming Systems

() Centre for Indigenous Health Equity Research

[
[ Centre for Railway Engineering (CRE)
O Centre for Tourism & Regional Opportunities (TROp)

[ Queensland Centre for Domestic and Family Violence Research
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Welcome to CQUniversity Data Manager
]

Publish and share

Data Management Plans

Manage Dataset record
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 Share creation

* Remove manual time Number of separate data collections
W hy consuming work allocated
* Reduce human error 2000
AUtO mate a n d . Speeq up time for data share
creation 1800

empower User
Access

* Permissions

* Removes need for IT support
to manually give and remove

1400

. . access permissions 1200
p e r m l S S I O n * Users no longer have to wait
| ’l) for access to be granted 1000
CO nt rO . * Users can see who has access
at any time 800

* Enables users with
permission, to add or remove 600
users access to the research

share assigned to the project 400

200
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HOW DID IT USE TO WORK? @a@y&mity

RESEARCH

* Research users log on to our research data management system (ReDBox —
which is MFA'ed), create and save an initial Research Data Management Plan

« Share creation

— Research IT support would have to monitor newly created Research Data Management Plans and do them in a

bunch, so users may have had to wait up to a week before the share was created
— A system admin would then have to:
Request our digital infrastructure team to create a LDAP group based on information provided in the RDMP
Create directory on research storage system
Create and smb.conf configuration

Populate permissions group based on users who have been assigned access on the newly created RDMP
Emails instructions to people who have been given access

e Permissions

— CQUNni has a system where if an account expires, permissions would be removed
This means if the account is activated again (ie, contract is renewed), the user would need to be given access again.

— Users would have to contact support to get a user added or removed

— If the Pl wasn’t the one making the request, support would contact Pl to ensure access is okay to be given



RESEARCH

HOW DOES IT WORK NOW? (OR SHORTLY!?) oy

* Research users log on to our research data management system (ReDBox —
which is MFA'ed), create and save an initial Research Data Management Plan

« Share creation

— As soon as a new research data management plan is created and saved, a research share is automatically created

— The process then:

Creates a write and a read-only LDAP group
Creates directory on research storage system
Populates permissions based on users who have been assigned access on the newly created RDMP

Emails instructions

e Permissions

— CQUNni has a system where if an account expires, permissions would be removed
This means if the account is activated again (ie, contract is renewed), the user would need to be given access again
— If a user had “write” permissions to RDMP, the user could simply open the associated RDMP, go to the “University
Data Storage” section and add or remove users as required!

Automating the provisioning and user permissions of institutional research data
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HOW DOES IT WORK - CREATION OF NETWORK SHARE

 Anew RDMP is created — initially only ten fields needs to be filled

out to be able to save the plan, in which a research share is then General Information
Created. People
RDMP Permissions

University Data
Storage

« A“ReDBox Sync scripts (python)” process detects via the APl that a

Data collection and

new plan has been created analysis
— Creates two new LDAP Groups, a read-write and a read-only group Sif;i;‘:tlenﬁﬂn and

— Populates the groups with users listed in “University Storage Access” section within ReDBox

Access and rights

— Creates a new directory that will act as the location for data storage allocation N
thics an

— Creates a smb.conf configuration item sensitivities
— Sends a notification email with instructions Save / Finalise Plan
Permissions

October 2022 Automating the provisioning and user permissions of institutional research data
allocations through the research data management platform ReDBox



HOW DOES IT WORK - CHANGE IN RESEARCH STORAGEETY,..........,
ACCESS PERMISSIONS

» Users with RDMP edit permissions:

RESEARCH
— Edits associated research data management plan for the assigned

Are there any restrictions that will prevent you from storing your research data on the dedicated university storage? (*)

research project o

— Within the “University Storage Section” add or remove users access A you expacting to rquire excessive data storage (more than 5 T8 par yearl? @
. . alys O Yes
permissions e Om

disposal @® Don't know

« “ReDBox Sync scripts (python)” process detects via e st 0

the API that user permissions have changed, then | h
replicates changes to LDAP groups permissions — e

Email j-bell@cqu.edu.au

* Inactive accounts on the CQU side are removed
from ReDBox RDMP and Data Share permissions
to stop accidental data access if the person returns e T s ek e r s e
In a different role

Email jmukherjee(@cqu.edu.:

®No

| | (oo [Lcon]
« ReDBox is considered the source of truth for data

storage access permissions Click on these buttons to add and
remove user's access
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i WHAT WE HAVE LEARNT

-Use R0$;x":
.useJ Falil_:
on ‘S\EMI l:"=lls.:
™o » RR -
For o - Falas |
B ooy Roduse ; _ oie  Moving from unstructured data to structured data
~opera — se . .
Birror mod.yse . LRROR 2% is interesting!
ir °X = False

False
For_mod.use_z = Trye

PR ion ot the end -  Write code that checks what you want to do,

 Ob.select= 1 .
Ser_ob.select-1 before you do it.
ntext.scene.objects.actiw

W{"Selected” + str(modifier i * This uncovered a lot of things we didn'’t

Meirror_ob.select = 0 .
bpy - context.selected_ob reahse
-'.ata.objects[one.name] .seM

rint(“please select exacthy ™

. OPERATOR CLASSES: ==
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THANKYOU - QUESTIONS? v

RESEARCH
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