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Management of Sensitive Research Data at UoM
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• Sensitive research data has the potential to 
cause significant harm to participants, 
researchers and the University if disclosed or 
accessed by unauthorised parties 

• The RDM environment was complex and 
difficult for researchers to navigate 

• Lack of a central position on how sensitive 
research data should be managed 

• Inconsistent RDM practices were 
commonplace and the University’s risk 
exposure was high

Multiple state, national and 
international regulations; as well as 
cybersecurity and technical standards

Multiple teams across the University 
delivering RDM infrastructure or 
services

Multiple RDM tools and systems in 
common usage at UoM

Varying disciplinary norms and 
research practices



Project Goals 

• Help researchers and the University consistently assess the sensitivity of research data

• Empower researchers to manage research data more safely and securely by providing 

simple, actionable supporting guidance

• Guide researchers to University-provided infrastructure that is appropriate for the 

collection, storage, analysis and retention of their research data

• Foster effective and compliant research across all disciplines

• Reduce the overall risk for researchers and the University

3



No globally accepted definition! 

Research data that has the potential to 
cause significant harm to participants, 
communities, researchers, the 
University or other organisations when 
disclosed to or accessed by unintended 
parties, either accidentally (e.g., 
through mismanagement) or by malice 
(e.g., through Cybersecurity attacks)

What is sensitive data?
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Research Data Classification Framework

• Published in March 2022 

• Classification ranges from Green (least sensitive) 

to Red (most sensitive)

• Increasing sensitivity relates to the severity of 

harm to participants, communities, researchers 

or the University, when data is accessed by 

unintended parties 

• The generic titles were chosen to avoid 

confusion and eliminate any pre-conceived 

notions 



Research Data Classification Framework

Supports compliance with data management components of:

• Privacy Act, 1988 (Cth) and Privacy and Data Protection Act, 2014 
(Vic)

• Health Records Act, 2001 (Vic)

• Defence Trade Controls Act, 2012

• Environment Protection and Biodiversity Conservation Act, 1999

• National Health Security Act, 2007, National Health Security 
Regulations, 2018  and SSBA standards

• AIATSIS Code of Ethics for Aboriginal and Torres Strait Islander 
Research, 2020

• European Union General Data Protection Regulation 2016/679 
(GDPR), as the best practice standard in privacy governance 



Research Data Classification Tool

• A tool to support researchers to determine the 
level of sensitivity and classify their data into 
one of the four classification levels

• No identifiable details are captured

• Results are presented as guidance only, and 
assessments are not currently reviewed or 
governed

• Built in REDCap, as this meets required security, 
access and distribution standards, as well as 
allows for the incorporation of sophisticated 
branching logic 



Guidance provided

• Two new resources have been produced for 
researchers:

1. General data handling guidelines 
recommended for each classification level

2. Appropriate University-provided or 
commonly used research data systems/tools 
for each classification level 

• Researchers are also directed to additional 
support available at the University

• Supplemented by a series of Frequently Asked 
Questions about the Framework and 
management of sensitive research data
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Guidance provided

• Research Data Handling Guidelines:

o Practical steps for the appropriate 
management of data

o Minimises risk and likelihood of disclosure to 
unintended parties 

• Recommended systems informed by an 
independent, third-party review:

o Determine appropriate security controls in 
alignment with National Institute of Standards 
and Technology (NIST) Cybersecurity 
Framework

o Assess common research data systems against 
these controls 9



Classification Process 
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Reflections on a Principles-based Approach 

Academic-led

o Convened an Advisory Committee and Working Group 
consisting of both academic and professional experts

o Included representation from a wide range of 
research disciplines
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Researcher-focused 

o Not simply a compliance exercise

o Limit additional burden – Add value to the research 
process and experience

o Increased coherence in the RDM ecosystem



Reflections on a Principles-based Approach 

Centrally-endorsed position 

o Referenced in the University’s Research Data 
Management Policy (MPF1242)

o Ensured buy in from leadership very early on and 
sought endorsement from the Research Ethics and 
Integrity Strategy Committee 

o Informed other key governance committees at regular 
intervals, with opportunity to provide feedback
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Inclusive of Cybersecurity best practice standards

Benchmarked to other national and international 
institutions, recommendations



Impact and Future Work

13

• 173 classification assessments recorded so far

• RDM Service Providers have reported a more efficient and streamlined resolution to 
queries regarding sensitive data management

• A series of recommendations outlined by the third-party cybersecurity assessment are 
being implemented to further strengthen the security posture of our research data 
systems

• Integrate Framework with current University processes (PIA, ethics, contracts etc.)

• Integrate Framework with current training modules 

• Evaluate effectiveness of framework with researchers and service providers and 
iteratively improve resources

• Develop additional resources to supplement provided guidance, as needed



Thank you

For access to these resources or 
any other enquiries, please reach 
out to us at:  
rdm-program@unimelb.edu.au

mailto:rdm-program@unimelb.edu.au

