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Acknowledgement of country

I acknowledge the Traditional Custodians of the land 
on which we gather today. 

I recognise their continued connection to the land and waters 
of this beautiful place and acknowledge that they never ceded 
sovereignty. 

I pay my respects to the Elders, those who have passed into 
the dreaming; those here today; those of tomorrow.
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Sensitive data…

Let’s start with some definitions from The Privacy Act (1988)
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• an individual’s name, signature, address, phone number or 
date of birth

• employee record information
• photographs
• internet protocol (IP) addresses
• voice print and facial recognition biometrics (because they collect 

characteristics that make an individual’s voice or face unique)
• location information from a mobile device (because it can reveal 

user activity patterns and habits)
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What has been your experience working with data?
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What is a sensitive access environment?

Ongoing debate about terminology
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Trusted Research 
Environment (TRE)

Secure research 
environment

Secure data environment

Secure data enclave

Data safe haven

Secure data laboratory

Controlled Access Data 
Environment (CADE)

Secure access research 
environment

Secure access environment
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What is IRISS?

• The Integrated Research Infrastructure for Social Science 
(IRISS) project intends to address the existing 
fragmentation between research and the existing 
research infrastructure used for data integration, research, 
analyses, and archiving.

• Starting point for this infrastructure is a core foundation of 
data – its acquisition, documentation, harmonisation and 
dissemination for re-use.

• Project outcomes:

• Coordinated data governance and integration

• Enhanced research infrastructure

• New data integration environment

• New researcher training opportunities
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What is MIDL?

• MIDL (pronounced ‘middle’) is a purpose-built secure 
data enclave that enables data curation, analysis and 
visualization of microlevel data to permit deep and 
collaborative study of critical issues important to 
Australian society.

• Established in late 2021 as a collaboration between 
the Melbourne Institute and Cyconsol, an Australian-
based professional services provider.

• MIDL was also supported by a large group of services 
across the wider University including Business 
Services, Cybersecurity, Legal & Risk, and Data 
Governance.

• MIDL was established with funding from the Paul 
Ramsay Foundation and the University of Melbourne.
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Service offering

• Remote access to virtual environment (Windows) with a range of 
data analysis and statistical software packages for analysis of 
sensitive microdata.

• An array of information security controls are implemented as 
required by Australian Government and international regulations.

• PROTECTED classification under Aus. Gov. PSPF 

• Ongoing assurance activities:

• IRAP: last assessment in 2022, work underway for 2024

• Annual penetration testing

• Broader privacy assessment through PIAs

• Currently undergoing accreditation to be an Accredited Data 
Service Provider under ONDC DAT Scheme 
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Service offering

• Two modes of access: 

• Projects vs Shared Data Environments

• Access to a range of additional resources that speed up research 
through the setup of Shared Data Environments

• “Research-ready” data assets that have been carefully 
curated by the MI’s Foundation Fellow Program with 
oversight by MI researchers.

• An in-environment wiki solution (MIDL Wiki) for sharing, 
documenting project activities.
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User journey

Methods of access
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User journey

Methods of access
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User journey

Methods of access
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Concept of the Shared Data Environment
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Project-based 
model

Research theme Research theme Research theme

Project Project Project Project Project Project

Data sharing principles

DS DS DS DSDS DSDS DS

DS DS DS

DS
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“As provided” data 
from Data 
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figures, outputs etc.
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Concept of the Shared Data Environment
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What is a ‘research-ready’ data set? 1

“A ‘research-ready’ data set is a data set that has undergone a range of 
technical tasks such as data transformation, harmonisation, data 
cleaning and preparation; as well as standardisation and 
documentation. The aim of creating such a data set is to do sufficient 
processing of the data to reduce the technical burden on the researcher 
and make the data available for broad research purposes.

Subsequently, more processing could be performed by experienced 
researchers in particular sub-themes of research to create an ‘analysis-
ready’ data set that is aimed at investigating specific research 
questions.” 

Formulate the question

Understand the data

Process the data

Documentation

Framework for creating a
‘research-ready’ dataset1

1Payne and Samarage, “Maximising evidence-based policy analysis through data sharing” In Dawkins, Peter and Payne, A. Abigail (Eds.) (2022). Melbourne Institute 
Compendium 2022: Economic & Social Policy: Towards Evidence-Based Policy Solutions. Melbourne Institute: Applied Economic & Social Research, University of 
Melbourne, Australia
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Concept of the Shared Data Environment
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The Shared Data 
Environment – A digital 
community of practice

Research theme

Project Project Project Project

Data sharing principles

DS DS DS

DS DS

“As provided” data 
from Data 

Custodians

Project data* created 
as part of project 

activities

Curated “research ready” 
data shared following 

project work

DSDS

SDE specific governance
(including specific policies + procedures)
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Recipe for a “Research Ready” data set memo
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Data collection
Development of 
data elements

Data 
documentation

Data development (Data custodian/provider)

e.g., ABS undertaking collection and development of the Australian Census,
Dept. of Education and NCVER developing the LSAY data, ACARA compiling
data on students and schools in Australia.

Not limited to creation of primary data. Applies to administrative data too.

Released for data users to access.

Research ready data development (SDE)

Formulate the research question(s) or themes to support further development

e.g., to support research into poverty and disadvantage BUT more specific than that i.e., to 
support research into understanding how youth transition into poverty after school.

Does this data add to other data to support the research question? Has a 
data mapping exercise been undertaken?

Check data 
viability

Understand data 
scope

How was the data collected? What is the target population? How would 
this affect someone using this data to answer the research question?

Understand what 
the data is about

What measures are captured in the data? Are they relevant? Can they be 
re-used? Do they need to be modified?

Document 
decisions

What new variables are defined? What did we change? What decisions 
were made to back up these changes?

Compile for better 
user experience

Is information on this data scattered in multiple areas? Compile into a 
data memo that makes it easier for the user to understand the data.
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The Breaking Down Barriers SDE

• The Breaking Down Barriers project was the first Shared Data 
Environment (BDB-SDE) established within the MIDL environment. This 
large project is funded by the Paul Ramsay Foundation and its aim is to 
inform and shape policy and practice to break cycles of poverty 
in Australia.

• The BDB-SDE is an environment that brings together data from a range 
of sources to enable deep analysis, testing and evaluation of ideas to 
address poverty and disadvantage.

• The BDB-SDE is being built incrementally and focussed on identifying 
and enabling access to relevant data sets through three mechanisms:

• Access to a range of broader datasets at Commonwealth and 
State levels

• Undertaking short reviews on specific issues tied to disadvantage

• Supporting initiatives undertaken by service providers and/or 
other researchers
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Concept of the Shared Data Environment

Example memo series from the 
Breaking Down Barriers SDE
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Concept of the Shared Data Environment

Example memo series from the 
Breaking Down Barriers SDE
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Recent works from SDEs
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Breaking Down Barriers Community Profiles

• An interactive web-based application that provides socio-
economic data and key insights into regions and communities 
across Australia. 

• Preliminary data concept > BDB demonstration report that 
investigated community-level poverty (Payne and Samarage, 
2020)

• Careful curation of data and measures from a range of data 
sources as part of continuous updates to profiles:

• Australian Census data: 2006 to 2021

• Service provider data: 2013 to 2021

• Youth employment index (currently being developed by 
MI)

• School-level and institution-level data on education

• And more…

• Phase 1 live now:

• https://bdbprofiles.melbourneinstitute.unimelb.edu.au/

https://bdbprofiles.melbourneinstitute.unimelb.edu.au/
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Phase 2 and beyond

Integrated services for sensitive environments
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Closing remarks

• There is a growing need to cater for granting access, and 
enabling better use/re-use of data from both primary and 
secondary sources.

• There is no “one size fits all” solution when it comes to data 
access environments and data services available for research 
and analyses.

• In the end, enabling faster and ‘richer’ research using a broad 
range of datasets with minimal risks to data owners, is 
critical.
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