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A collaboration between:

AUSTRALIAN FEDERAL POLICE

The AILECS Lab is an Australian-first research lab investigating =
the ethical use of artificial intelligence in law enforcement and EXPIOrl ng how
community safety.

new technology
Our projects explore explainable algorithms, machine learning

classification algorithms for illicit image, video and text, can bOOSt
frameworks for ethical Al as well as techniques for leveraging

massive law enforcement datasets. COmmun ity safety.




% of U.S. adults who say for each of the following, artificial intelligence ...

Hurts more  Helps more Not
thanit helps  than it hurts sure

People finding products, services

they are interested in online 35

People keeping their personal
information private

Companies making safe cars
and trucks

Does the use of Al in daily life in the context of octors providing qualty care
police maintaining public safety, help or harm? to patients

People taking care of their health

People finding accurate
information online

Companies providing quality
customer service

Police maintaining public safety

Note: Respondents who did not give an answer are not shown.
Source: Survey conducted July 31-Aug. 6, 2023.
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Pew Research Centre: https://www.pewresearch.org/short-reads/2023/08/28/growing-public-concern-about-the-role-of-artificial-intelligence-in-daily-life/ NAI L E‘ S |G b


https://www.pewresearch.org/short-reads/2023/08/28/growing-public-concern-about-the-role-of-artificial-intelligence-in-daily-life/

- AILECS Streams

¢ L egal responses to ¢ Ethical Al ¢ Image classification
image based abuse frameworks ¢ Generative Al
and misinformation

Al and the Legal Beyond Digital Ethics, Transparency
System Forensics and Community Voice Pattern of Life Data Ontologies
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As a research centre focussed on translational outcomes we must;

e Be in the business of data pipelines - the shepherding of raw data collection through appropriate
transformations and metadata process for VALID research datasets suitable for use and reuse.

e Ensure Al Ethics is operationalised as practice and not just theory




My Pictures Matter - ethical datasets and visual classifiers for identifying child
sexual abuse material (CSAM)




Qlink: set of tools and processes used to automate the
movement and transformation of data between a source

system and a target repository
AWS: a data pipeline is a series of processing steps to

prepare enterprise data for analysis.

What is a data pipeline?
Heavy.Al: a series of automated, consecutive data processing steps

involved in ingesting and moving raw data from disparate sources to a
destination

Informatica: an end-to-end sequence of digital
processes used to collect, modify, and deliver data
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https://www.qlik.com/us/data-integration/data-pipeline
https://aws.amazon.com/what-is/data-pipeline/
https://www.heavy.ai/technical-glossary/data-pipeline
https://www.informatica.com/resources/articles/data-pipeline.html

For trustworthy tools and systems, evidentiary integrity, and procedural fairness;

For trauma-informed practice that mitigates systemic harms to victim-survivors and to investigators of
CSAM;

For building and maintaining citizen trust in law enforcement, including (in this particular domain space)
achieving fairly distributed outcomes for children of all demographics; and

For understanding who else the data pipelines that feed technology tools designed to protect children
might be impacting.
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The most ‘efficient’ path is not necessarily the most
‘ethical’, and - in matters of public interest - the public
have a right to know what interests trump their own
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MY PICTURES MATTER S M

Wﬂﬁf& ‘sexual éiﬁtoit{tign and abuse

s

Could your childhood photos help save a child from harm?

Contact My Pictures Matter: Follow us on Facebook:

B I'm ready to contribute! | ‘>

Thanks for visiting the . . .... by contributing childhood
My Pictures Matter campaign! ..tTo "l8|P flghf child photos of yourself (aged 0-17)
exploi*a*ion.“ to o research dataset.

We're inviting you to join an
important machine learning
project...




VERACITY - how can we trust data is what it purports to be?
AGENCY - who holds influence over how data is collected, described and used?

LONGEVITY - will the data remain technically and conceptually consistent through
time?

INTEGRITY - is it safe and appropriate for the use case?

DOCUMENTING - data choices and datasets to ensure others have the technical and
non-technicalHnformation needed to make their own ethical decisions.




1. We hold consent, but not identity data
2. We acknowledge that what | feel safe or comfortable doing is situational
3. We’'re taking a data minimisation approach

4. Images and email addresses are not directly linked in the VALID
database
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Dr Campbell Wilson, Monash Co-Director, AiLECS Lab

Dr Nina Lewis, Stream Lead: Ethics Transparency and Community Voice
Dr Greg Rolan, Research Fellow

Ai-Lin Soo, Operations Manager, AILECS Lab
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