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How can we 
efficiently 

deliver 
software to 

infrastructure 
providers?

Security 
concerns?

Does the 
software work, 
and how can 
we test the 
functionality 

automatically?

Discoverability 
- finding the 

right software?

Citations of 
tools?

What is the problem?
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• This proposal aims at bringing together various recent developments in different communities

History
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Australian Biocommons Bring-Your-Own-Data Expansion Project

• Aimed at providing shared reference datasets and containers across different infrastructures

AEDAPT NeuroDesk platform project

• Neuroimaging containers automatically built via Github actions and distributed via CVMFS + Desktop environment for 
easy access

European Environment for Scientific Software Installations (EESSI)

• software layer with EasyBuild, Lmod and archspec; Gentoo Prefix compatibility layer; distribution via CVMFS



• EESSI plans to build all applications available in 

easybuild and distribute via CMVFS

• DRA provides CVMFS servers with various 

software optimized for HPCs

• what they don’t do: 

• provide software containers or workflows in 

containers (e.g. MRIQC)

• less focused on reproducibility aspects (focus 

is on performance, no container archival, no 

citation of containers, no DOI for containers)

EESSI and DRA of Canada
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- current software distribution projects don’t focus on 

containers

- scanning for vulnerabilities or testing for functional 

correctness currently not in focus

- -> HPC admins struggle to allow these containers 

on their platforms, but users are already running it 

anyway

- software containers are not optimized for different 

hardware architectures 

- no systematic mechanism to capture meta-data, 

discovery, or citation

- no production CVMFS deployment in Australia

The gap?
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A wish list:
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1. Container Recipe Generator

2. Container build system

3. Functional Verification

4. Container Documentation

5. Container security scanning

6. Container DOIs

7. Container registry

8. Container Module files

9. Container distribution



• Writing good docker recipes is tedious

• Domain specific recipe generators like 

neurodocker are a great help

• other domain agnostic tools

• HPC Container Maker

• Spack

• Easybuild

Container Recipe Generator / Template / Renderer
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• Github repository that 

collects Docker recipes 

from contributors

• Recipes get build via 

github actions with 

custom runners + 

architecture specific 

builds via custom runners 

(e.g. ARM, AMD Milan …)

• Periodic rebuilds for new 

versions?

Automated Container build
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- test script with test data that we can run after the build process?

Functional Verification
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- EDAM / Bio.Tools ?

- Voting for new containers and 

discovering of what’s there -> 

github issues ?

- how to find people who 

volunteer to build containers 

and test them?

- how to handle different 

hardware architectures / MPI 

versions ?

Container Documentation
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• Scan after build using github action azure container 

scan

• Scan during storage in registry (e.g. Harbor)

• Regular scans on distribution infrastructure?

Container Security Scanning
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• Upload Singularity files to Zenodo and create DOI? 

• Or can we mint our own DOIs and link these to nectar object storage?

Making Containers citable
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https://registry.rc.nectar.org.au/harbor

Container Registry
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https://registry.rc.nectar.org.au/harbor/projects


- integration of containers in Module System in 

HPCs via Lmod

- SHPC?

- can SHPC automatically expose individual 

binaries inside a container? Currenlty every 

binary needs a separate entry in the yaml?

- How to handle different sites?

- every site has a subdirectory on distribution 

system with their own container subset and 

SHPC config?

Container Modules
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• download and unpack singularity containers to CVMFS storage for distribution and on-demand access and 

distribute reference data

• every user-site has their own subset of containers that they offer to their users (e.g. architecture optimized)

Distributing Singularity containers via CVMFS
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Local SQUID proxy

HPC

Desktop

Laptop

Stratum 1: Adelaide

Stratum 1: Brisbane

Stratum 1: Perth

Stratum 0: Canberra

GeoIP



• Network of Stratum 1 servers in 

Australia hosted by AARNet & ARDC

• These Stratum 1 servers distribute 

existing community operated 

Stratum 0 servers, such as 

• EESSI, 

• DRA, 

• Neurodesk, 

• Galaxy Project, 

• AARNet's Biocommons RNAseq

repositories,

• SHPC BioConda containers

-> Is there demand for a national 

service like this?

Proposed first phase
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1. Container Recipe Generator

2. Container build system

3. Functional Verification

4. Container Documentation

5. Container security scanning

6. Container DOIs

7. Container registry

8. Container Module files

9. Container distribution



• building up a blueprint for a 

community to 

• build and test 

(functional+security) their 

own containers using 

• Github actions + Nectar 

Cloud + Nectar Harbour

registry + cvmfs stratum 0 

setup

Proposed second phase
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1. Container Recipe Generator

2. Container build system

3. Functional Verification

4. Container Documentation

5. Container security scanning

6. Container DOIs

7. Container registry

8. Container Module files

9. Container distribution



• making it easier to generate 

container recipes

• enabling the long-term archival of 

containers and DOI minting

• building up a tool registry for hosting 

metadata about containers + 

discovery

• improve generation of module files 

for HPC use cases

Proposed third phase
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1. Container Recipe Generator

2. Container build system

3. Functional Verification

4. Container Documentation

5. Container security scanning

6. Container DOIs

7. Container registry

8. Container Module files

9. Container distribution



- ARDC ARCOS Technical Working group for coordination between communities?

- joint working group between ARDC/AARNet/QCIF/community representatives

Governance
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Join the discussion, Tuesday 17th, 14.15-15.15 
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weighting of 
priorities/phases?

anything else that should 
be on the Wishlist?

governance model?

https://bit.ly/scidirpoll

https://bit.ly/scidirpoll

