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ICYMI RAI THIS, RAI THAT

What's GenAl again? Let’s digin a bit here Summary, questions,
etcetera
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YE OLDE ML

A Learn and extract insights from

/£ Canbeusedto:

Classify data.

Make predictions.

Make recommendations.
Perform detection: images,
anomalies.

Perform pattern recognition.

Discover labels for data.

\\\

Learn about a dataset and create

new data from what is learned. (‘\

Has been applied across data

types:
O Text
o Image
o Video
o Audio
o  Multimodal



ACCESSIBILITY

Even Snapchat has an

LLM chatbot now!

EXPERTISE % Humaw? Ar

Despite broad access, > | < It's getting harder to

user knowledge is still 3 know who'’s who...

limited... perhaps | am a bot.
EXPLAINABILITY = POTENTIAL DISASTER

If you thought the users r ¢ o G('enAI has mcrea!sed risk of
were confused by the misuse - generative malware,
outputs, you should chat deepfakes, misinformation...
to the devs!



PRIVACY

Turns out everyone having access
to these tools is predicated on big
corporations and cloud hosting -

The ways to effectively test
and evaluate these models
are still being established -
a test might show a model

who knew! with low bias, but
unexpected user
MORE DATA interactions may prove
PROBLEMS otherwise.
Copyright? Bias?
/ IP? Anyone???
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GOVERNMENT

Department of Industry, Science and Resources: Australia’s Al Ethics Principles,

Human, societal and environmental wellbeing: Al systems
should benefit individuals, society and the environment.

Human-centred values: Al systems should respect human
rights, diversity, and the autonomy of individuals. Lo o

s
Fairness: Al systems should be inclusive and accessible, ( <
and should not involve or result in unfair discrimination \

against individuals, communities or groups.

Privacy protection and security: Al systems should
respect and uphold privacy rights and data protection, and
ensure the security of data.

\/\

Reliability and safety: Al systems should reliably operate /
in accordance with their intended purpose~— —~—~ /
T— N


https://www.industry.gov.au/publications/australias-artificial-intelligence-ethics-framework/australias-ai-ethics-principles
https://www.finance.gov.au/sites/default/files/2024-06/National-framework-for-the-assurance-of-AI-in-government.pdf
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INDUSTRY
GOOGLE — RESPONSIBLE Al

PRACTICES
Fairness
Interpretability

Privacy
Safety and Security
General practices

MICROSOFT

RESPONSIBLE Al
STANDARD

Fairness and inclusiveness
Reliability and safety
Transparency

Privacy and security
Accountability

Y M Yo “o o

(@)

(@)

Use a human centered design approach
Identify multiple metrics to assess training and
monitoring

When possible, directly examine your raw data
Understand the limitations of your data and
model

Test, Test, Test

Continue to monitor and update the system
after deployment \ J


https://learn.microsoft.com/en-us/azure/machine-learning/concept-responsible-ai?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/concept-responsible-ai?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/concept-responsible-ai?view=azureml-api-2
https://ai.google/responsibility/responsible-ai-practices/
https://ai.google/responsibility/responsible-ai-practices/

https:

CSIRO

Their documentation was too comprehensive
(read: scary) to include in a list:
research.csiro.au/ss/science/projects/responsible-

ai-pattern-catalogue/



https://research.csiro.au/ss/science/projects/responsible-ai-pattern-catalogue/
https://research.csiro.au/ss/science/projects/responsible-ai-pattern-catalogue/

Process Patterns

We identify process-oriented patterns (i.e. best practices) that can be incorporated into development processes, so the developers could consider to apply them
during the development lifecycle. Fig.4 describes the software development lifecycle and the potential ethical risks and breaches corresponding to each stage, while
Fig.5 presents the summarized patterns for different stages.

Y feedback
A v |
Requirements Design

System-level: Implementation v Operaton

Unethical
application (de)activating Data/model Testing Deployment:
type and Al, interaction bias scale-up risk,
functional of Al/non-Al, Unethical data Unel:/l;al‘lesl v;um-lzvel
requirements UX dark collection/ mesan ; A
Missing ethical patterns, annotation/use Incorrect Monitoring:
testing criteria data drift,

rocurement

requirements P Ethical issues incorrect
Model-level: with API Flaw:zd mebics,
inappropriate . concuSOn )
lezfr:)mgp Unethical code global view
Bias in architecture or Use restriction auditability
elicitation algorithm,

unethical data

source

Incorrect use of
the technology

Fig.4. Development process lifecycle and potential ethical risk.

« Multi-level co-architecting

« Al suitability assessment 2
* Envisioning card

« Verifiable RAI requirement * RAI design modelling

« Lifecycle-driven data requirement | » System-level RAI simulation

+ RAI user story T ER A - * XAl interface

Implementation|

« RAI governance of APIs

A= =1.RAl governance via APIs

ziContindous deployientior Al + RAI construction with reuse

» Extensible, adaptive and dynamic
RAI risk assessment \ \
Operation | Testing | * RAI acceptance testing

* Multi-level co-versioning \ \ AR
/ \ / « RAl assessment for test cases

Fig.5. Process patterns for responsible Al system development.




NIST - Al RISK MANAGEMENT
FRAMEWORK

Secure & Explainable & Privacy- Fair - With Harmful

Resilient Interpretable Enhanced Bias Managed Accountable

&
Transparent

Valid & Reliable

Fig. 4. Characteristics of trustworthy Al systems. Valid & Reliable is a necessary condition of
trustworthiness and is shown as the base for other trustworthiness characteristics. Accountable &
Transparent is shown as a vertical box because it relates to all other characteristics.

https://nvipubs.nist.cov/nistpubs/ai/NIST.Al.100-1.pdf



https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf

"Al systems should “not under defined conditions, lead to a state in which human life,
health, property, or the environment is endangered” (Source: ISO/IEC TS 5723:2022)"
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TRANSPARENT

Transparency can answer the question of “what
happened” in the system.

( EXPLAINABLE

Explainability can answer the question of “how” a
decision was made in the system.

INTERPRETABLE

Interpretability can answer the question of “why” a
decision was made by the system and its meaning
or context to the user"
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EXPLAINABLE & INTERPRETABLE
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PRIVACY-ENHANCED & FAIR

"Privacy refers generally to the norms and practices that help to
safeguard human autonomy, identity, and dignity."

"Fairness in Al includes concerns for equality and equity by
addressing issues such as harmful bias and discrimination”




VALID AND RELIABLE

"Validation is the “confirmation, through the provision of objective evidence, that t
requirements for a specific intended use or application have been fulfilled” (Source
1SO9000:2015)"

"Reliability is defined in the same standard as the “ability of an item to perform as
required, without fajlure, for a given time interval, under given conditions” (Source
ISO/IEC TS" 5723:2 4
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Al Risk Management Framework
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CHALLENGES:

m WHICH ONE? DE]‘A]L MISSING

p]]z(:Es EXPECTATIONS

® & -

X

It's challenging to

actually compare Frameworks vary Frameworks arenot - How do | actually get a
frameworks - they wildlyonthedetail  comprehensive (i.e.  diverse team? What is
aren’t exactly fun to level they offer - missing things like  “expected” behaviour
I - principles or the Privacy Act and for GenAlr
playbooks? other regulations).
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OTHER CHALLENGES

® Do the frameworks keep up /A

X with the technology?
® Do lwantto prototype new
’ '\ things or meet RAIl guidelines?
N ~ ® Resourcing
’tﬁ\\ ® Funding
~- SN
— \.; — =



ITS HARD

This stuff is way
harder than it looks!

GET STARTED

Do what you can and
document the rest.

WHY?

Remember what you're
trying to achieve!

KEY TAKEAWAYS

>,
EXPERJS

Drag in experts from
other areas to help
when you can.

SELECTION
Just pick one - they all
overlap anyway.
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