HERO-Crate

Heuristically Encrypted Research Object Crates



Secure FA.l.R Metadata

* Everyone wants their Data to be Edab@ Accessible

F.A.LR
oBut this requires strategies and /O

Infrastructure (Metadata!)

» Sensitive metadata should be:
oAs transparent as possible

eusable

nteroperable

0 As protected as required
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ZEISS Microscopy-
https://www.flickr.com/photos/zeissmicro/26711619455

Messy Room -Photo by Wonderlane on_Unsplash



https://www.flickr.com/photos/zeissmicro/
https://www.flickr.com/photos/zeissmicro/26711619455
https://unsplash.com/@wonderlane?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/office-table-with-pile-of-papers-6jA6eVsRJ6Q?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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ZEISS Microscopy-

https://www.flickr.com/photos/zeissmicro/26711619455
Paper Archive Photo by Nana Smirnova on_Unsplash



https://www.flickr.com/photos/zeissmicro/
https://www.flickr.com/photos/zeissmicro/26711619455
https://unsplash.com/@nananadolgo?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/brown-and-blue-wooden-cabinet-IEiAmhXehwE?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

Ingestion into the IDS

Metadata
Collected: <>

. Store/access ~4
¢ Nathnal Health Uses Upload data data/ Object Store
Upload .

O Instrument & metadata

Index Number AT YD) — )

MyYTARDIS
.Date Of Blrth UserA\lnstrument Black Box Y Stoﬁ @
-|CD-11 Diagnostic e (@]

metadata — > Connect

COdeS Laptop/Computer
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Disaster Recovery

van Wijk, K., Chamberlain, C. J., Lecocq, T., & Van

N Noten, K. (2021). Seismic monitoring of
M -- t- d the Auckland Volcanic Field during New
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https://doi.org/10.5194/se-12-363-2021

Need a metadata backup and ingestion
solution that is both F.A.l.R and Secure



F.A.l.LR Metadata Packaging
{@} RO-Crate @

- Metadata packaged dpWorkflowHub

with data
* It's Linked JSON @ RD |_| L b L[IJA‘




It's Linked JSON

Data Entities Context Entities

{
( "@id": "https://orcid.org/0000-0001-7760-1240",
"@id": "Vault/pancreatoblastoma/bam/", "@type": "Person®,
s D e e "email": "JCarberry@psychoceramics.brown.com",
e e T s [ "identifier": "jcar034",
{ "name": "Josiah Carberry",
"@id": "https://orcid.org/0000-0001-7760-1240" ‘organization®: [
} {
1 "@id": "#UOA FMHS"
}, }
{ 1
"@id": "Vault/pancreatoblastoma/raw/rna/1806KHP- iy
0132/A0006L_1.fastq.gz", {
"etype": "File" "@id": "#UOA FMHS",
}, "@type": "Organization",
"name": "University Of Auckland Faculty of Medical and
Health Science"
}




GnuPG and OpenPGP

e Established standard
 Portable and Lightweight

* Wrapper libraries in Python and JS
(nice for RO-Crate)

BEIE] UNIVERSITY OF
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HERO-Crate

Heuristically Encrypted Research Object Crates

A.K.A OpenPGP-Crate

(https://uoa-eresearch.github.io/GPG-ro-crate-profile/)

https://doi.org/10. . 17608/k6. .auckland 27288039, V1



Encrypting Metadata

* In-Memory
« Any Context Entity can be an Encrypted Context Entity

« Before writing to disk GPG encrypts all Encrypted Context
Entities as PGP messages
* On-Disk
PGP Messages are stored in Encrypted Graph Messages
* When reading the RO-Crate Encrypted Graph Messages are
decrypted (if possible) into Encrypted Context Entities

BEIE] UNIVERSITY OF
AUCKLAND
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Metadata Encryption

1. Extract All 2. Aggregate Encrypted Context Entities
Encrypted Context Entities by Shared Recipients

RO-Crate Metadata




Metadata Encryption

3. Serialize Entities To JSON LD

4. Encrypt JSON
using Recipient’s Public keys

ecipient

A
S
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Metadata Encryption

5. & 6. Write PGP Message and Recipients
as part of Encrypted Graph Messages

RO-Crate Metadata
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Encrypted Graph Messages

"@id":
"#Encrypted MessageA86F04EAD1342A90F538ED7F0221D767C9AEE494
"I
"@type": [ 7 m-———- BEGIN PGP MESSAGE-----
"SendAction", hF4DVhe2+C+HB+0SAQdAzFc3uYBXXviuoOWThBCyy+Hlae6JFhil9yH3Kx
"EncryptedGraphMessage" DIjzowMHg3CsQhwgr9gDrQASCVDUlpICHczxF9ySj2gIl1kXGZ7010RLpiHg
1, GuA4ygFKFUs1IMCIAQkCEB/dXpQeMH/v2Qetle+gibfpilFVQKYfRYIvZeT4
"actionStatus": "PotentialActionStatus", TZ7KuwHHNn2y1lI2pHsQe/RUshmneAyzyE70sYvXxJuXZXJfaS8/dAwlspVvt
"deliveryMethod": "https://doi.org/10.17487/RFC4880", gCIGT7Fm3] IXITMFW8XLNAG+YrAJHTWDCPmkeMYDeLhybEG5FKgmk0ZsHjbf
"encryptedGraph":, — SRMhfaKa2wptUIKsCnyNAHh01n98bMt3R14REeFuJIvzss6l /WXWFE8)fyz
"encryptedTo": [ GzDsapebr/bfGv/YhI5u2uu0Q+MfjKLpeyRPmCz1IWaCxN2JvCHee90YUJJ
{ PJ7gql1Jg7cwVzjLDdm+CwkvMccrLcf9b88WLeTq0gTfi/KIJIDsayHEPYPJZ
"@id": "https://orcid.org/0000-0001-7760-1240" KrpiEtbHZeOg21ShHPpX/qqUQBOrptlZz5brg588g7rBl+DpTPkRmutXemBg
} 70LbBw33A+3j IMbEQRVFOzZEGXRoyOt JgNJ 3EPZ6w===vC2Q
5 (O [ bbb b END PGP MESSAGE-----
bo
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Metadata Decryption

3. Attempt To Decrypt the PGP

1. & 2. Extract PGP strings Strings Using Available Private Keys

from Encrypted Graph Messages in the RO-Crate

RO-Crate Metadata

Recipient A ﬁ

#Context Entity

Recipient B

Data Entity




Metadata Decryption

5. Re-insert Encrypted Context Entities
4. Reconstruct Encrypted Context Entities into RO-Crate
From Raw JSON

RO-Crate Metadata

Recipient A @

#Context Entity

T
=2
)

Recipient B

Data Entity




IDS Metadata backup

« RO-Crate backup of all
metadata for each dataset
 Metadata alongside data

* Encryption based on ACLs
and User information

« MyTardis internal keys

BEIE] UNIVERSITY OF
AUCKLAND
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Other Applications

 Non-instrument Data Archives
 Workflow Protection & Provenance
« Secure Research Environment

« Technical means of enforcing 5-Safes rules

BEIE] UNIVERSITY OF
AUCKLAND
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Thank you
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