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Why containers?

For eResearch

Rapid deployment
Isolation

Portability

Scaling

Resource management
Lifecycle management

Reproducibility
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Why Nectar?

Containers help harness full potential of your cloud investment

ARDC
Nectar

Research Cloud

Containers Orchestration Service
 OpenStack COE (Magnum)
 Kubernetes

Open source nstack.
 Transparency
« Collaboration
Community

« ARCOS
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$ an OpenStack Community Project

NOVA

an OpenStack Community Project

Container Orchestration Services

Using Kubernetes without running Kubernetes

OpenStack Magnum orchestrates

« Nova compute
 Cinder volume storage
 Neutron network and load balancers

Cluster management

 Create and resize
« Node groups
« Templates

Registry
 Nectar Harbor image store, sign, and scan
ARCOS support service
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Case Study

XNAT medical
imaging eResearch
platform




Initial priorities for migration

To Containers Orchestration Service

eResearch application services

« Seamless research data access
 |nteractive, batch, user-demand workloads
* Project lifecycle support

Infrastructure services

« Backup
 Logging

« Monitoring

* Notifications

« Standard platform
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Data Access and Workload Distribution

Using Scheduling Constraints

Researchers/Collaborators Kubernetes Cluster HPC Cluster
and Clinical Sites

Non-interactive User Jobs GPU User Jobs

Interactive

DICOM
Gateway .A workload manager
Jupyterhub
l E p
o
XNAT .
Shadow
User Notebooks User Jobs

Research
Data Researcher Data Collections

Manager
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Using Helm and Kustomize

Benefits Repo

Charts % Kubernetes

* Quick deployments Cluster

* Public repos

« Re-use across environments and teams iy YAML manifest
HELM %(NAT
Challenges ~NA Release
 Secret management D
« Edge cases — use kustomize el Values m
OCa 2=

« Check deployment manifests Charts Kustomize




Backup

Using Duplicity

{
"ipp": lenatllf
"passphrase": " ... ",
"inputs":
{
"type": "pg_dump",
"host": "xnat-postgres...",
II@II: n . II'
Iluserll : n ; n ,
"password": "
},
{
Iltypell: II_F_SIIf
"folders": [
"/mnt/xnat/prearchive",
"/mnt/xnat/plugins"
1
}
]
}

Kubernetes Cluster
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Swift Object Store

Python @
AWS Boto3

XNAT backup




Logging

Using EFK (Elasticsearch, Fluent-bit, Kibana)

v

t

t

. Discover -~

logstash-* v

QU Search fi

Selected fields

pod_name

log

Popular fields @
log

pod_name

msg
attr.message

5

tags

Available fields ©
—_p

@timestamp
activationMethod

agentWersion

= O

a8

config.active.source

1 kubernetes.namespace_name : "backup”

=

Auto interval v

Oct 12, 2024 @ 13:42:06.360 - Oct 13, 2024 @ 13:42:06.360 (interval: Auto - 30 minutes)

Documents (166)

@timestamp

Oct 12, 2824
208:16:38.574

Oct 12, 2624
208:16:38.362

Oct 12, 2824
20:16:38.367

Oct 12, 2824
28:16:29.215

Field statistics Columns 3 O Sortfields 1 % [
e t pod_name t log
duplicity-288121 2824-18-12T16:16:38+88:08
28-qfthz backup_duration_seconds{service="backup", sta
tus="ok".code="8"} 96@ - backup complete
duplicity-288121 No old backup sets found, nothing deleted.
28-gqfthz
duplicity-288121 Last full backup date: Sun Oct 6 18:16:21
28-qfthz 2024
duplicity-288121 No old backup sets found, nothing deleted.
28-qfthz

New Open Share Alerts Inspect

=

No breakdown

Last1day O

O

08:00 12:00

Logging

-

\

elasticsearch

/
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Kubernetes Cluster

Node a

NXNAT

y y

fluentbit

fluentbit
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Monitoring

Alerts - current
XnatWeb - rdm duration
Alerts - past 24 hrs

XnatWeb - rdm duration

Network Storage Access Duration

HTTP Status Code

Status
xnat-lrc5-web
¥nat-opex-web
¥nat-ctp
xnat-web-shadow
xnat-web

xnat-dicom

relm-ping

Kubernetes Cluster

Monitoring

e ) ([ N

0) Blackbox-

Grafana exporter

\_ Y,
N N

9 Push GW

Prometheus

/L Y,

Node a

NXNAT

Node-
exporter
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exporter
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Monitoring

Using push gateway and alert manager

# TYPE xnat_archive_quota_used_percent gauge
xnat_archive_quota_used_percent{code="0", job="xnat web",
service="xnat_archive_quota", status="ok", target="A1234"} 75

a xnat_archive_quota_used_percent = @
Load time: 252ms  Resolution: 2419 Result series: 35
Table Graph
- Tw End time Res. (s) e | Show Exemplars
000
2000
T0.00
60.00
50.00
4000
2000
2000
- alert: XnatRdmQuotaPercentUsed
. expr: 'xnat_archive_quota_used_percent{job="xnat_web"} > 85'
—_— for: Om
ool labels:

severity: warning
annotations:
summary: 'XNAT RDM {{ $labels.target }} inode quota used over limit: {{ $value }}%'

descrietion: 'Advise collection owner to request more quota as per httES://docs.xna
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Secrets management

Using Bithami SealedSecrets

Kubernetes Cluster
git commit

kubeseal kubectl apply Sealed
D D Secrets "o(NAT

Secret SealedSecret Controller Secret

Using AWS Labs git-secrets

$ git secrets --add '\s*kind:\sSecret\s*’
$ git secrets -scan
xnat.yaml:373:kind: Secret

[ERROR] Matched one or more prohibited patterns
Possible mitigations:

- Use --no-verify if this is a one—-time false positive
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Challenges

And lessons learned

External NFS integration
Dealing with complexity
« Start small

* Build on success

« Using library charts

THE UNIVERSITY
OF QUEENSLAND

AAAAAAAAA

14



THE UNIVERSITY
ﬁ OF QUEENSLAND
AUSTRALIA

Future work

And priorities

CI/CD

Vault

Cluster autoscaling
Nectar Magnum

« COE as a Service
- vGPU
 Network policies

Nectar Swift

 Object store encryption, versioning




Thank you

UQ RCC ARCOS
Mark Endrei Jake Yip
Nishanthi Dasanayaka Ping Chen
Jake Carroll
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